Remote access — implementation notes (vl WireGuard)

WireGuard v1 — implementation and deploy
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See the full proposal: 20260602_REVERSE_SSH_proposals_summary.md.

App (developer settings)

» Dropdown: Disabled | WireGuard (lab) | RSSH (alpha target — selectable when implemented)

* Pref key: dev_r enot e_access_node (AppPr ef er ences)

* Disabled: notifies BE (st at us: di sabl e), tears down VPN, stops Renot eAccessSer vi ce

» WireGuard: foreground service; jittered poll 1-7 min — heart beat . php with type: ra

» Heartbeat URL derived from crash upload URL (../ api / hear t beat . php)

» Session credentials persisted until expi r es_at ; expiry tears down tunnel locally

* Optional full userspace WG via t hi rd- party/ wi r eguar d- andr oi d (: t unnel ); otherwise Renot eAccessVpnSer vi ce TUN fallback

Android VPN consent (WireGuard)

WireGuard on Android must use VpnSer vi ce (see Devel oper Set tingsActivity — VpnService. prepare()). This is not avoidable on stock
devices:

One-time system dialog Yes — “Allow VPN?” No VPN permission

Status-bar key icon Yes while tunnel up No

Full-device routing TUN interface (split routes in config, stilla VPN) No L3 tunnel

Outbound from phone UDP to BE : 51820 HTTPS poll + outbound SSH to bastion

There is no supported “hidden VPN” on non-root Android: any TUN creator is classified as a VPN app. RSSH (foreground service + existing
HTTPS poll + outbound SSH reverse tunnel) is the alpha deliverable agreed by project owners — device initiates, operator reaches a
forwarded port on the bastion, without VPN consent or status-bar key. See Rev. 3 Q&A and ROADMAP.md § Remote access.

Uses the existing crashes vhost — no new nginx | ocat i on blocks for HTTP.

Migration sqgl / m grations/ 007_renot e_access. sql
Repository src/ Renpt eAccessReposi tory. php
WG peers src/ W reQuar dPeer Provi si oner. php (wg set wgO peer .)
Device API publ i c/ api / heart beat. php (type: ra)
Admin API public/api/renote_access. php
ul ?vi ew=r enot e_access (nav + hub card)
RBAC renpt e_access_vi ew, r enpt e_access_operat e,
renot e_access_adnin
RBAC admin Ul ?vi ew=r bac — global roles (root), company roles, privilege sets
Cron scripts/ purge_renote_access. php (hourly recommended)
RBAC rules (enforced in API)
seope
renot e_access_vi ew List devices/sessions/events in allowed companies
renot e_access_operate Open session; close own sessions
renot e_access_adni n Whitelist devices; close any session in company
Global admin / root All companies; root edits global roles via ?vi ew=r bac

Privilege sets (renot e_access_user, renot e_access_adni n) on conpany_menber shi ps. per mi ssi ons_j son grant extra actions to menber rows
— see crash console README § RBAC.
Flow
1. Device polls with {type: ra, status:enable, capabilities:[wreguard], tunnel_node:w reguard}.
2. BE upserts r enot e_access_devi ces; returns wai t until device is whitelisted and operator opens session.
3. Next eligible poll returns act i on: connect + ephemeral WG credentials; BE runs wg set when provi si on_peer s=t r ue.
4. Disable from app — status: di sabl e — closes sessions, removes peers.
URLSs (production)
» Dashboard: ht t ps: / / apps. f Oxx. or g/ app/ andr oi dcast _pr oj ect/ cr ashes/ ?vi ew=r enot e_access
» Heartbeat: ../ crashes/ api / hear t beat . php
* Admin API: ../ crashes/ api / r enot e_access. php

Production deploy (no new nginx HTTP paths)

After syncing PHP/JS to the BE tree under
..l andr oi dcast _proj ect/androi d_cast/exanpl es/ crash_reporter/backend/:

1. Database

Migration 007 (already applied on prod per deploy notes). Tables auto-create on SQLite dev; MariaDB should use the migration file once as
root.

2. config. php — required keys

'renpte_access' => [



'wg_endpoi nt' => 'ra.apps. fOxx. org: 51820', // public UDP hostnane:port (FE DNAT - BE)

‘wg_server_public_key' =>".', /1 wg show wgO public-key on BE —REQUI RED
‘wg_interface' => 'wg0',

' provision_peers' => true, /1l wg set on connect/cl ose
‘require_wg_tools' => true, Il reject connect if wy genkey nissing
‘session_ttl_s' => 3600,

‘mn_poll_interval _s' => 45, /] poll rate limt per device

I
Critical: wg_server _publ i c_key must match the live wgo interface. Empty value makes connect credentials unusable on real devices.

3. BE packages and permissions

apk add wireguard-tools wireguard-tool s-wgy

sudo -u wwdata wg show wg0
4. Cron (session cleanup)

0* * * * cd /var/ww/ .../ backend & & php81 scripts/purge_renpte_access. php --hours=24
Use php81 when Alpine default php is 8.5+ without the session module; FPM is php- f pn81.

5. Verify

cd exanpl es/ crash_reporter/backend

chrmod +x scripts/ra_*.sh scripts/verify_renote_access_prod.sh scripts/test_renote_access_api.sh
.Iscripts/verify_renpte_access_prod. sh

BASE=ht t ps: // apps. f Oxx. or g/ app/ andr oi dcast _proj ect/crashes ./scripts/test_renote_access_api.sh
BASE=ht t ps: // apps. f Oxx. or g/ app/ andr oi dcast _proj ect/crashes ./scripts/ra_e2e_cli.sh

Linux CLI device simulator (same heartbeat payloads as the app): REMOTE_ACCESS_VALIDATION.md.

6. Browser

Hard-refresh after deploying publ i ¢/ asset s/ j s/ renot e_access. | s.
WireGuard data plane (UDP, not nginx)

HTTP control plane stays on FE - BE : 80. WireGuard traffic is UDP — configure at the FE firewall/DNAT, not in nginx:
Internet UDP :51820 - FE DNAT - BE wg0 :51820

Hostname r a. apps. f 0xx. or g (or similar) should resolve to the FE public IP. Devices use wg_endpoi nt from config/connect payload.

WireGuard third-party (Android)

bash scripts/init-w reguard-subnodul e. sh

./ gradl ew : app: assenbl eDebug # includes :tunnel when subnodul e present

Without the submodule, W r eGuar dTunnel Bri dge uses Renot eAccessVpnSer vi ce (TUN only — sufficient for lab; prefer : t unnel for production
tunnels).

Tests

./ gradl ew : app: t est DebugUni t Test --tests 'com foxx. androi dcast.renpt eaccess. *'

bash exanpl es/crash_reporter/backend/ scripts/test_rbac_api.sh

bash exanpl es/ crash_reporter/backend/ scripts/test_renote_access_api.sh

BASE=ht t ps: // apps. f Oxx. or g/ app/ andr oi dcast _proj ect/ crashes bash exanpl es/ crash_reporter/backend/ scripts/test_renpte_access_api.sh
BASE=ht t ps: // apps. f Oxx. or g/ app/ andr oi dcast _proj ect/crashes bash exanpl es/ crash_reporter/backend/ scripts/ra_e2e_cli.sh

CLI validation guide: REMOTE_ACCESS_VALIDATION.md.
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