Over-the-air (OTA) updates — deployment schema vO
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The app checks a stable channel URL, follows it to a per-build manifest, then downloads the update. Version comparison uses

maj or . mi nor . bui | d (packed into Android ver si onCode at build time). Deploy never computes ver si onCode by hand.

The client runs checks and downloads in Ot aUpdat eSer vi ce (a standalone Ser vi ce, not embedded in cast/receiver services). Launch checks
engueue work there; download uses a foreground service (dat aSync) with a progress notification.

MQTT is fully supported for OTA sources using retained topic payloads (ngtt://... /mtts://...). The URI path is treated as the exact topic
to subscribe.

URL layout

https://host/v0/otal/channel /stable.json
https://host/v0/ otal/ 00/ 00.{ngjor}/00.{nejor}.{mnor}/android_cast_00.{nmajor}.{mnor}.{build}.otapkg
https://host/v0/ otal/ 00/00.{nmajor}/00.{nmajor}.{mnor}/android_cast_00.{ngjor}.{mnor}.{build}_sign.json
https://host/v0/ota/ 00/ 00.{ngjor}/00.{nmgjor}.{mnor}/android_cast_00.{major}.{minor}.{build}_manifest.json
https://host/v0/ otal/ 00/00.{ngjor}/00.{nejor}.{mnor}/android_cast_00.{najor}.{mnor}.{build}.otabundle.zip
* v0 — deployment schema version (default channel).
* 00 after ot a/ — OTA payload format revision within vO.
» Components are zero-padded to 2 digits in paths and filenames (00. 01. 05).

Versioning

In app/ bui | d. gr adl e (overridable via | ocal . properti es):
ot a. maj or =0

ota. mnor=1

ota. bui | d=0

Packed rule (each part 0-99):

versi onCode = major * 10000 + minor * 100 + build

Example: 0. 1.5 - versi onCode 105.

JSON files
vO0/ ot a/ channel / st abl e. j son
{
"schema": "vO0",
"mani festUrl": "https://host/vO0/ota/00/00.01/00.01. 05/ andr oi d_cast _00. 01. 05_nmni f est . j son"
}
*** _mani f est.json**
{
"schema": "v0",
"mgjor": O,
"mnor": 1,
"build": 5,
"versi onNane": "0.1.5",
"apkUrl": "https://host/vO0/ota/00/00.01/00.01. 05/ andr oi d_cast_00. 01. 05. ot apkg",
"signUrl": "https://host/v0/ota/00/00.01/00.01. 05/ andr oi d_cast _00. 01. 05_si gn. j son",
"sizeBytes": 42100000,
"bundl eUr|l": "https://host/vO0/otal/00/00.01/00.01. 05/ andr oi d_cast _00. 01. 05. 00. ot abundl e. zi p",

"bundl eSha256": "..,

"bundl eSi zeByt es": 42150000,
"mandat ory": fal se,

"rel easeNot es":

}
*** _sign.json**
{
"schema": "v0",
"sha256":
}

The app loads sha256 from si gn. j son when the manifest omits it (APK hash inside the bundle or standalone . ot apkg).
Optional HTTP bundle ( otabundl e. zi p)

gener at e- ot a- v0. sh emits a STORE (uncompressed) zip so the APK is not re-deflated:

mani f est.json Same as *_mani fest. j son
sign.json Same as *_si gn. j son
package. apk Release APK bytes

Check path (lightweight): channel - small *_mani f est . j son (+ optional *_si gn. j son) — no bundle download until the user installs.
Download path (HTTP): if bundl eUr | is htt p/htt ps, the app downloads one zip, verifies bundl eSha256, unpacks, verifies package. apk
against sha256, then runs the installer. If bundl eUr | is absent, it falls back to separate apkUr| /si gnUrl fetches (required for MQTT).
MQTT: keep per-artifact retained topics (mani f est . j son, si gn. j son, . ot apkg). Do not publish full bundles on MQTT (message size limits).
The app ignores bundl eUrl when the scheme is not HTTP(S).

MQTT transport



Use the same JSON payload shapes as HTTP, but publish them as retained messages on topics that match your URI paths:
engtt://host: 1883/ v0/ ot a/ channel / st abl e. j son -> retained payload is st abl e. j son content
enytt://host:1883/v0/ota/ 00/..._manifest.json ->retained payload is manifest JSON
engtt://host: 1883/ v0/ota/ 00/ ..._sign.json ->retained payload is sign JSON
engtt://host: 1883/ v0/ otal 00/ ... ot apkg -> retained payload is raw APK/otapkg bytes
When ot a. t rust ed=t r ue and build is debug, strict checksum/sign enforcement is relaxed for that source. Release builds always remain strict.

Publish from a release APK

chnod +x scripts/generate-ota-v0.sh

.Iscripts/generate-ota-v0.sh app/buil d/ out put s/ apk/ rel ease/ app-rel ease. apk https://your-host:port ./ota-publish staging
Fourth argument is the channel file name (st abl e, st agi ng, next, ...). Upload ot a- publ i sh/ v0/ to your web root so
https://your-host/v0/ota/... resolves.

Docker build + staging channel

See BUILD_DEPLOY.md:

export OTA BASE_URL=https://apps.fO0xx.org
.Iscripts/docker-build-ota.sh

.Iscripts/depl oy- ot a- st agi ng. sh # after setting OTA _DEPLOY_TARGET

App configuration

| ocal . properties (not committed):

ota. channel . url =https://your-host/v0/otal/channel /stabl e.json

ot a. maj or =0

ota. m nor=1

ot a. bui | d=0

Or set the channel URL under Developer settings — App updates (OTA).

Legacy ot a. mani f est . ur| still works as a direct manifest URL fallback.
Checklist

1. Bump ot a. maj or /ota. ninor /ota.build (or Gradle defaults).

2. Build signed release APK (ver si onCode is derived automatically).

3. Run gener at e- ot a- v0. sh and upload v0/ ot a/ ** (including . ot abundl e. zi p).

4. Confirm st abl e. j son points at the new *_mani f est . j son.

5. Production: BE | ocation ~~ /v0/ota/ + artifact mount; FE | ocati on /v0/ota/ — http://artc0:80 (i nstall -fe-ota-nginx. sh). Public
URL must return 200, not 400.
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