Remote access — validation (Linux CLI + mobile parity)

Linux CLI validation — device sim + E2E
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Companion to REMOTE_ACCESS_IMPL.md. Use this when verifying WireGuard v1 before or after deploying the BE, and when debugging
without an Android device.

What the CLI suite simulates

The Android app (Renot eAccessSer vi ce) does the following over HTTP only (no RSSH in v1):

Persist stable devi ce_i d RA DEVI CE_| Dor - - devi ce-id

Persist stable r andomin prefs file RA_RANDOM FI LE (default
/t mp/ andr oi dcast - r a- <i d>. random)

Mode Disabled - st at us: di sabl e ra_devi ce_si msh disable

Mode WireGuard - jittered st at us: enabl e poll ra_device_simsh poll --until connect (fixed interval via
RA_POLL_| NTERVAL_S, default 3s for tests)

Capabilities + t unnel _node: w reguard same JSONinra_lib.sh/ra_ra_post

Apply WG config on connect ra_wg_qui ck_from connect + optional - - appl y- wg (wg- qui ck
up)

Operator whitelist + open session ra_e2e_cli.shormanual renpt e_access. php curls

The control plane is validated by HTTP alone. Data plane (UDP to wg_endpoi nt ) requires DNAT, wg0 on the BE, and optionally wg- qui ck on
the machine running the device sim.

Scripts

All under exanpl es/ crash_report er/ backend/ scri pts/:

ra_lib.sh Shared heartbeat + admin helpers (sourced, not run alone)

ra_devi ce_si m sh Device-only: disable / enable / poll / optional WG

ra_e2e_cli.sh Full flow: disable - wait — whitelist -~ open - connect - close —
disable

test _renote_access_api . sh Minimal API smoke (grep, no jq)

verify_renpte_access_prod. sh BE preflight: config, wg tools, DB tables, optional smoke

ra_udp_debug. sh DNS + UDP port + HTTP smoke + connect + wg- qui ck + ping BE
(10. 66. 66. 1)

cd exanpl es/ crash_reporter/backend
chrmod +x scripts/ra_*.sh scripts/test_renpte_access_api.sh scripts/verify_renote_access_prod. sh

Dependencies: curl, j q (device sim and E2E), openss| (random). Optional: wi r eguar d- t ool s for - - appl y- wg.

Quick start (local orchestration)

With the crashes stack listening on the default orchestration URL:
export CRASHES_BASE=http://127.0. 0. 1: 8080/ app/ andr oi dcast _proj ect/ crashes
export ADM N_USER=admi n ADM N_PASS=adni n

.Iscripts/verify_renpte_access_prod. sh
./scripts/test_renpte_access_api.sh
./scripts/ra_e2e_cli.sh

Single device poll after you have opened a session in the Ul:
export RA _DEVI CE_| D=ny-| ab- phone
./scripts/ra_device_simsh poll --until connect

Production / staging BE

Verified 2026-06-04 on ht t ps: / / apps. f 0xx. or g/ app/ andr oi dcast _proj ect/ crashes: ra_e2e_cli.sh passed (connect returned real
peer _publ i c_key, endpoint r a. apps. f Oxx. or g: 51820). Poll step may take up to ~45s per ni n_pol | _i nt er val _s. UDP handshake still needs
a device or ra_devi ce_si m sh --appl y-wg from a reachable host.

ssh al pine-be # or your BE host
cd /var/ww/ | ocal host/ ht docs/ apps/ app/ andr oi dcast _pr oj ect/ androi d_cast/ exanpl es/ crash_reporter/backend

export CRASHES_BASE=htt ps://apps. f Oxx. or g/ app/ andr oi dcast _pr oj ect/ crashes
export ADM N_USER=admi n ADM N_PASS=' ...

./scripts/verify_renote_access_prod. sh
BASE="$CRASHES_BASE" ./scripts/test_renpte_access_api.sh
BASE="$CRASHES_BASE" ./scripts/ra_e2e_cli.sh

Or from your workstation (same cookies/session as browser login):

export CRASHES BASE=htt ps://apps. f Oxx. or g/ app/ andr oi dcast _pr oj ect/ crashes
./scripts/ra_e2e_cli.sh --device-id ra-cli-$(hostnane -s)

Full E2E from verify script:

RA_E2E=1 BASE="$CRASHES BASE" ./scripts/verify_renpote_access_prod.sh



UDP / WireGuard data plane (ra_udp_debug. sh)

After HTTP E2E is green, run from a Linux laptop with cur 1, j g, di g, and optional wi r eguar d- t ool s:
cd exanpl es/ crash_reporter/backend

export CRASHES BASE=htt ps://apps. f Oxx. or g/ app/ andr oi dcast _pr oj ect/ crashes

export ADM N_USER=admi n ADM N_PASS=' ...

./scripts/ra_udp_debug. sh # DNS, UDP nc, HTTP snoke, connect, wg conf
.Iscripts/ra_udp_debug.sh --apply # al so wg-quick up + ping 10.66.66.1 + teardown

Steps: CNAME check (r a. apps. f 0xx. org — same A as apps. f Oxx. org) - UDP 51820 - test_renote_access_api . sh — whitelist + open +
poll connect — write / t mp/ r a- udp- <i d>. conf . With - - appl y, brings tunnel up and pings the BE WG address.

Skip HTTP re-check when control plane was just verified: . / scri pt s/ ra_udp_debug. sh --skip-http --apply.

See also 20260602_REVERSE_SSH_proposals_summary.md — Appendix 1 (Linux laptop WG test).

Optional: bring up WireGuard on Linux

After pol | --until connect returns credentials:
.Iscripts/ra_device_simsh poll --until connect --apply-wg
Manual:

RESP="$(curl -sf .)" # connect response

source scripts/ra_lib.sh

ra_wg_qui ck_from connect "$RESP" | sudo tee /tnp/ra-test.conf
sudo wg-quick up /tnp/ra-test.conf

ping -cl 10.66.66.1 # BE wg0 address if routed

sudo wg- qui ck down /tnp/ra-test.conf

This step fails if UDP wg_endpoi nt is not reachable (FE DNAT, firewall). HTTP E2E can still pass.
Mobile vs CLI checklist

1 Developer settings — Disabled action: disabled

2 WireGuard mode on, not whitelisted action: wait

3 Dashboard whitelist device APl ok: true

4 Operator open session action: wait thenconnect on next poll
5 VPN comes up wg show/ ping hub via tunnel

6 Close session / disable app tunnel down; peer removed if

provi si on_peers

CLI E2E covers steps 1-4 and 6 over HTTP; step 5 needs - - appl y-wg or a real device.

Troubleshooting

action: deny +wg_tool s_required requi re_wg_t ool s true butwg genkey fails for PHP-FPM user — fix
permissions / install wi r eguar d- t ool s

connect but no handshake wg_ser ver _publ i c_key mismatch, UDP not DNAT'd, or wrong
wg_endpoi nt

wai t after open session Poll rate limit (m n_pol | _i nt er val _s); wait and retry

jg required Install j g on the host running device sim

API smoke fails on verify Set BASE / CRASHES_BASE to live crashes URL; ensure login user has

renot e_access_adnin

See also REMOTE_ACCESS_IMPL.md § Production deploy.
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